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Abstract 
 

The study aims to improve medical device submission and approval by enhancing cybersecurity risk 
management. Cybersecurity threats pose significant risks to the safety and integrity of medical devices. 
Comprehensive cybersecurity risk management and documentation are crucial for regulatory compliance 
and patient safety. However, inconsistencies in cybersecurity expectations across medical device 
regulations can lead to gaps in security controls and documentation practices. This study aims to enhance 
medical device cybersecurity through improved documentation by examining standards and guidelines 
from regulatory bodies and international organizations. Selected publications from 2015-2023 were 
analyzed thematically to find cybersecurity documentation themes, best practices, and gaps. The findings 
suggest that a standardized documentation protocol addressing risk management, incident response, and 
continuous monitoring can help align cybersecurity practices with device risk levels and regulatory 
expectations. The study's recommendations for improving documentation transparency and consistency aim 
to strengthen data security. 
 
Keywords: medical device cybersecurity, cybersecurity risk management, cybersecurity documentation, 
cybersecurity threats, security controls, risk assessment, incident response, continuous monitoring 
 
 

Introduction  
 
Cyber threats are a clear danger to medical devices. Comprehensive cybersecurity risk management across 
a device's lifecycle is crucial for regulatory compliance and safety. Comprehensive cybersecurity risk 
management and documentation across the product lifecycle is key for compliance and safety. This requires 
incorporating security controls into design and manufacturing, continuously monitoring threats, and 
maintaining updated cybersecurity documentation (National Agency for the Safety of Medicines and Health 
Products, 2019). With rising cyber threats, medical device cybersecurity and documentation should be a 
top priority for manufacturers seeking to comply with regulations and ensure patient safety.  
 
Robust documentation is crucial for regulatory compliance, audits, and due diligence. It also demonstrates 
the manufacturer's cybersecurity controls and maintenance procedures (Association for the Advancement 
of Medical Instrumentation, 2019a; U.S. Food and Drug Administration, 2016; 2023b). 
  
The necessity for proactive security measures in medical devices is clear in light of recent cybersecurity 
events such as the 2020 ransomware assault on Universal Health Services (Universal Health Services, 
2020).  Poor credential management, such as default, hard-coded, or readily guessed passwords, can result 
in unauthorized access (U.S. Food and Drug Administration, 2023b). By establishing comprehensive 
documentation, manufacturers allow customers to understand cybersecurity risks, integrate devices 
securely, and operate them according to policies and regulations (National Institute of Standards and 
Technology, 2020a; U.S. Food and Drug Administration, 2022). 
 
Problem statement   
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Inconsistent cybersecurity expectations in medical device regulations pose risks to healthcare delivery and 
patient privacy (National Agency for the Safety of Medicines and Health Products, 2019; Therapeutic 
Goods Administration, 2022; U.S. Food and Drug Administration, 2022(Haider et al., 2019)). There is a 
lack of comprehensive cybersecurity information and transparency in device quality systems and approval 
processes (U.S. Food and Drug Administration, 2023b; Mohammed et al., 2015). This work will provide 
insights into improving cybersecurity quality systems through enhanced documentation, transparency, and 
consistent security expectations. Clear guidelines and requirements can close cybersecurity gaps, 
supporting patient safety and healthcare integrity (Haider et al., 2019).  
 
Purpose of the study 
 
This research aims to enhance medical device data security through improved cybersecurity documentation 
practices. By examining documentation standards across regulatory bodies such as the like the International 
Standard Organization – ISO (International Organization for Standardization, 2019), the Food and Drug 
Administration (U.S. Food and Drug Administration, 2023b), (Association for the Advancement of Medical 
Instrumentation, 2019c) and the International Medical Device Regulators Forum – IMDRF (Medical 
Device Cybersecurity Working Group, 2020), this research will identify inconsistencies and best practices.  
 
The findings will provide manufacturers with guidance on optimizing cybersecurity documentation to 
demonstrate compliance, address risks, and support healthcare delivery integrity. With clearer 
documentation expectations and requirements, regulators can consistently enforce controls while 
manufacturers establish more robust cybersecurity protections. The study's analysis of documentation gaps 
and recommendations for improvement will strengthen data security and patient safety through more 
transparent and proactive cybersecurity measures. The goal is influencing documentation policies and 
manufacturer practices to close cybersecurity gaps across medical device lifecycles.  
 
Research questions 
 
Research question 1 (RQ1): How can a uniform cybersecurity documentation protocol be created to address 
inconsistencies across medical device regulations? 
 
Research question 2 (RQ2): How should cybersecurity documentation requirements align with a medical 
device’s risk level?  
 
The objectives of the research 
 
The study focused on medical device manufacturers as the population of interest, using guidelines, 
standards, and regulatory frameworks to understand cybersecurity quality system considerations that 
manufacturers can use to enhance their cybersecurity risk management procedures.  
 
 

Review of Literature 
 
Medical device cybersecurity risks can lead to safety issues if breaches cause malfunctions or improper 
data disclosure (International Organization for Standardization, 2019). Security and safety risks are distinct 
but interconnected, as vulnerabilities can lead to patient harm (American National Standards Institute., 
2016; Association for the Advancement of Medical Instrumentation, 2019b). For instance, a cyberattack 
that compromises the integrity of a medical device could result in the device malfunctioning and causing 
harm to a patient. Similarly, unauthorized access to patient data could result in the disclosure of sensitive 
information that could be used to harm the patient. Comprehensive cybersecurity risk management for 
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medical devices is needed to address threats to patient safety, business impacts, and compliance (Schist et 
al., 2022).  
 
However, existing frameworks have gaps in enforcement and oversight of cyber protection. Cybersecurity 
risk management helps but does not eliminate privacy risk, as privacy problems can arise from non-cyber 
means. Both cybersecurity and data access/usage must be addressed to fully manage privacy risk (Horák et 
al., 2019; National Institute of Standards and Technology, 2020b).  
 
There is a lack of in-depth examination on the consistent implementation of robust controls through 
improved documentation. Prior work shows compliance alone does not guarantee robust defenses, as poor 
practices like unencrypted devices enabled major breaches (Mohammed et al., 2015). It is advised to go 
beyond basic compliance by implementing strategic measures such as adopting frameworks, fostering a 
cybersecurity culture, sharing information, and managing security governance (Cains et al., 2021; Colloud 
et al., 2023). 
 
Theories and models 
 
Theories posit documentation as a crucial infrastructure shaping the design process (Frith, 2020; Read, 
2019; Read & Frith, 2022). Documentation educates stakeholders about security, protects information, 
maintains trust, and enables regulatory adherence (Dai et al., 2012). 
 
Integrated systems theory analyzes environments and information to determine policies, risk management, 
controls, and contingencies. Maintaining comprehensive documentation is crucial for regulatory 
compliance (Hong et al., 2003). Maintaining a comprehensive risk management program with 
documentation is crucial for complying with laws and regulations, like the FDA's right to refuse policy 
(U.S. Food and Drug Administration, 2023a).  
 
 

Methodology 
 
The research followed an adaptation of (Braun & Clarke, 2006; Byrne, 2021) steps for thematic analysis, 
which involved becoming familiar with the data, creating initial codes, identifying themes, reviewing, and 
defining themes, and generating an analytical report (McDermott et al., 2022). The research employs an 
inductive method to analyze the sample data transcripts in the qualitative analysis software (ATLAS.ti 
Scientific Software Development GmbH, 2024). It searches case-by-case for codes, themes, and categories 
that emerge from the data. The cases reveal similarities and differences, convergences, and divergences. 
 
Describe the procedure 
 
The study focused on sampling various information-rich, international medical device cybersecurity 
standards and guidelines published between 2015 and 2023 that are related to medical device cybersecurity 
(Cousins & Bourgeois, 2014). Table 1 includes standards, technical recommendations, and guidance used 
in the research.  
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Table 1: Medical Device Cybersecurity Across Major International Organizations for 
Standardization and Regulatory Bodies 

Authoring Body Title Reference 

International 
Electrotechnical 

Commission 

IEC 81001-5-1:2021 Health software and 
health IT systems safety, effectiveness, and 

security — Part 5-1: Security — Activities in 
the product life cycle. 

(International 
Electrotechnical 

Commission, 2021) 

International Medical 
Device Regulators 

Forum 

Principles and practices for medical device 
cybersecurity 

(Medical Device 
Cybersecurity Working 

Group, 2020) 
Therapeutic Goods 

Administration 
Medical device cyber security: Guidance for 

industry (Version 1.2) 
(Therapeutic Goods 

Administration, 2022) 
U.S. Food and Drug 

Administration 
Postmarket management of cybersecurity in 
medical devices: Guidance for industry and 

Food and Drug Administration staff. 

(U.S. Food and Drug 
Administration, 2016) 

 
A thorough reading of each document was conducted to familiarize the researcher with the content and 
context (Khan & VanWynsberghe, 2008). This critical first step facilitates the subsequent data analysis 
process followed by the steps in Table 2. The steps for data analysis in relation to a text-based case study 
method focusing on cybersecurity in medical devices (Halkias et al., 2023; Maguire & Delahunt, 2017).  

Table 2: Coding Scheme Development 
Step Description 

Coding Scheme 
Development 

Develop an initial coding scheme derived from a preliminary review of the 
data sources, identifying, and categorizing key features within the texts. 

Iterative Refinement 
of Coding Scheme 

Continually refine and expand the coding scheme as a deeper 
understanding of the data is achieved, ensuring its relevance and 

comprehensiveness. 
Implementation of 

Coding Scheme 
Apply the refined coding scheme to the entire dataset using qualitative data 

analysis software, facilitating an organized and systematic approach to 
coding. 

Broader Contextual 
Analysis 

Consider the broader contexts within which these standards and guidelines 
are implemented, including regulatory, technological, and health care 
contexts, providing a more comprehensive understanding of the data. 

 
Cross-case synthesis involves comparing and contrasting cases rather than just analyzing individual cases. 
The cross-case synthesis technique collects findings from multiple individual cases, handling each case 
separately (Halkias et al., 2023; Onwuegbuzie & Weinbaum, 2016). 
 
Identify data   
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The data corpus included standards, special publications and guidelines published between 2015 and 2024 
related directly to medical device cybersecurity. Table 3 details the nature and scope of the inclusion and 
exclusion criteria guiding the selection.  

Table 3: Document Selection Inclusion and Exclusion Criteria to Enhance Relevancy and Quality 
Inclusion Criteria Exclusion Criteria 

From recognized standards (e.g., ISO, FDA, TGA) From an unknown or non-authoritative 
source 

Published in English Not in English 
Published between 2015-2024 Published outside 2015-2024 

Full text available Full text unavailable 
Addresses cybersecurity risk management Does not address cyber risk management 

Relevant to various medical devices Pertains to specific medical device 
Discusses patient safety in cybersecurity Does not discuss patient safety 

Addresses technical and organizational cybersecurity 
aspects 

Addresses only one aspect of 
cybersecurity 

 
By focusing on these criteria, which are critical to ensure the relevancy and quality of the data, the study 
gain valuable insights into cybersecurity documentation practices in the medical device industry (Vrhovec 
et al., 2020). The sampling unit for the case study on medical device cybersecurity were international 
standards organizations (ISO/IEC), and (Association for the Advancement of Medical Instrumentation), 
regulatory agencies (FDA), (Therapeutic Goods Administration), and information and guidance from 
IMDRF involved in regulating and overseeing medical device cybersecurity. 
 
Develop the measure (protocol) 
 
The research requires two-level data analysis. To understand medical device cybersecurity standards from 
government agencies and international standard organizations at the case level, thematic content analysis, 
merging information, and triangulating data were needed. The second level is cross-case analysis, which 
identifies similarities and differences between the three cases and merges the data to reach convergent 
findings (Tsortanidou et al., 2022). 
 
This data analysis process aims to gain a holistic understanding of cybersecurity's role in securing medical 
devices throughout their lifecycle, from premarket to post-market. This approach enables an in-depth 
exploration of the field, thereby identifying best practices, potential gaps, and opportunities for 
improvement.  
 
Validity 
 
To ensure the validity of the study, the findings were validated by doctoral cohorts’ peer review and medical 
device cybersecurity expert. This involves sharing the findings with experts in the field and seeking their 
feedback, which are, at the very least, provided a unique perspective (Boyd et al., 2023; Sjøberg & 
Bergersen, 2023). The research used multiple and reliable sources of data that are relevant to the research 
question to enhance construct validity. Researcher bias was decreased through clear documentation of 
techniques, and the use of diverse data sources, and iterative analysis to promote validity (Khan & 
VanWynsberghe, 2008; Onwuegbuzie & Weinbaum, 2016).  
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Significance 
 
With connected medical devices, cybersecurity vulnerabilities pose serious risks to patient care systems. 
Addressing gaps in manufacturer guidance and implementing best practices is crucial for strengthening 
defenses (Carello et al., 2023; Lottes et al., 2022).  
 
Limitations 
 
Potential limitations encompass the risk of decontextualization of cases and obscuring specific details and 
nuances of individual scenarios during the comparison process. This was be mitigated by providing rich 
contextual information for each case, as suggested by Khan and VanWynsberghe (2008). It is 
acknowledged that this study is limited to standards and guidelines published in English between 2015 and 
2024. Therefore, the findings may not be applicable to standards or guidelines published in other languages 
or outside this time frame.  
 
 

Results 
 

The thematic visualization (Figure 1) effectively illustrates the relationships between the main themes and 
their corresponding subthemes identified in the thematic analysis of medical device cybersecurity.  

 
Figure 1: Medical Device Cybersecurity: A Thematic Framework Analysis 

 
The eight main themes are Risk Management, Risk Assessment, Development Support, Analysis and 
Testing, Incident Response, Continuous Monitoring, Recommendation, and Business Objectives 
Alignment. Each main theme is connected to its corresponding subthemes, providing a clear visual 
representation of the framework's structure and organization. 
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The risk management theme emphasizes the importance of secure product development practices, the 
establishment of a cybersecurity management plan, and the integration of security considerations 
throughout the Software Development Life Cycle (SSDLC). The Risk Assessment theme focuses on 
identifying and evaluating potential security risks by considering the CIA triad, system entry points, 
existing controls, and detailed data flow and use case analyzes.  
 
The theme of “Development Support” highlights the significance of processes such as threat modeling, 
traceability matrices, standard operating procedures (SOPs), software architecture considerations, and 
cybersecurity labeling requirements. The analysis and testing theme encompass rigorous testing procedures, 
including SOUP analysis, SBOM examination, fuzz testing, vulnerability chaining, code analysis, and 
penetration testing, to uncover and mitigate vulnerabilities. 

 
Figure 2: Sankey Diagram of Cybersecurity Documentation for Submission 

 
The Sankey diagram (Figure 2) illustrates the complex interconnections between key cybersecurity 
documentation nodes and their corresponding industry standards and guidelines. The diagram reveals that 
the "Cybersecurity Risk Management Report" node is linked to multiple standards, including the "FDA 
Premarket Cybersecurity Guidance," "ISO 14971:2019," and "AAMI TIR57:2016." Similarly, the "Threat 
Model" node is connected to the "STRIDE Methodology" and "AAMI TIR57:2016." 
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Figure 3: Concept Map for Medical Device Cybersecurity Risk Assessment 

 
The concept map for a cybersecurity risk assessment (Figure 3) serves as a visual representation of the key 
themes and their interconnections within the realm of medical device cybersecurity documentation. This 
hierarchical visualization aids stakeholders in comprehending the comprehensive scope of cybersecurity 
preparedness, ensuring that medical devices are developed, evaluated, and monitored with a robust security 
posture that aligns with regulatory requirements and industry best practices. 
 
 

Discussion 
 
The thematic analysis and Sankey diagram emphasize the importance of a comprehensive approach to 
medical device cybersecurity. The framework highlights the need for risk identification and mitigation 
throughout the device lifecycle, from development to ongoing monitoring. In Figure 1, the Development 
Support and Analysis and Testing themes underscore the significance of integrating cybersecurity best 
practices into the software development process and conducting rigorous testing to uncover vulnerabilities. 
Whereas, the Incident Response and Continuous Monitoring themes stress the importance of preparedness 
and ongoing vigilance, while Business Objectives Alignment ensures that cybersecurity efforts align with 
the organization's overall risk appetite and business processes.  
 
The insights gained from this analysis contribute to the growing body of knowledge in medical device 
cybersecurity and can serve as a foundation for future research and industry best practices. As the threat 
landscape evolves, ongoing collaboration between stakeholders will be essential to ensure the safety and 
security of medical devices. 
 
The Sankey diagram (Figure 2) illustrates that the "Cybersecurity Risk Management Report" is a 
comprehensive document submitted to regulatory authorities for compliance and approval of medical 
device cybersecurity. The report consolidates all the essential artifacts, such as the Threat Model, 
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Cybersecurity Risk Assessment, Interoperability Considerations, Third-Party Software Components, and 
other crucial elements, as depicted in the diagram. The visual representation highlights the connections 
between these artifacts and relevant industry standards and guidelines, including the FDA Premarket 
Cybersecurity Guidance, ISO 14971:2019, and AAMI TIR57:2016, demonstrating the report's adherence 
to regulatory requirements and best practices. 
 
It illustrates the structured approach to identifying and addressing potential cyber threats, where the central 
node, 'Cybersecurity Risk Assessment', branches out into core thematic areas like 'Risk Identification', 'Risk 
Analysis', 'Risk Evaluation', 'Risk Treatment', and others. These themes are further decomposed into more 
specific elements, such as 'Asset Identification', 'Threat Identification', and 'Vulnerability Identification', 
representing a granular view of the assessment process. 
 
In conclusion, the findings emphasize the importance of a comprehensive approach that encompasses risk 
management, assessment, development support, testing, incident response, and continuous monitoring. The 
interconnectedness of cybersecurity documentation and its alignment with industry standards demonstrate 
the need for a holistic approach to regulatory compliance. The structured nature of cybersecurity risk 
assessment, focusing on risk identification, analysis, evaluation, and treatment, is also highlighted. These 
insights contribute to the growing body of knowledge in medical device cybersecurity and serve as a 
foundation for future research and industry best practices. 
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